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FORM FOR INDUSTRIAL DOCTORATE PROJECTS

TO BE COMPLETED BY THE COMPANY AND THE UNIVERSITY

PROJECT Al "Sentinel for Cybersecurity"

SCHEDULED START DATE FOR PROJECT 15/09/2026

ERCPANELT  PEé Computer Science and Informatics

ERC PANEL 2(0PTIONAL) Specify a field from the list
SECTOR1 Automotive, aeronautics and railway
SECTOR 2oPTIONAL) Indiqueu un sector de la llista

See section on project characteristics and choose the type of research project based on the features of the

project. Co-funding type of financing ] Specific funding type of financing

COMPANY NAME SEAT S.A. e TAXID CODE (CIF)
LEGAL REPRESENTATIVE OF COMPANY  SONIA LOPEZ ALONSO

PROJECT MANAGER AT COMPANY JONATHAN QUINTANA/JORGE LOPEZ

E-MAIL ADDRESS e TELEPHONE

ADDRESS OF THE PLACE OF WORK WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED
AUTOVIA A-2, km. 585

POSTCODE 08760 e TOWN MARTORELL o WEBSITE  www.seat.es

BRIEF COMPANY PRESENTATION

Change needs drivers, and SEAT S.A. is shaping the future of mobility. As the only company in Spain that designs, develops, manufactures and
markets cars, SEAT S.A. is a cornerstone of the European automotive industry and the driving force behind the country’s electrification. As the
greatest transformation in the company’s more than 75-year history progresses, SEAT S.A. is turning Spain into a hub for electric vehicles in Europe.
Through the Future: Fast Forward project, and in collaboration with the Volkswagen Group, PowerCo and its partners, the company has invested €10
billion in the country’s electrification. The company is also leading the urban electric car family project for the Volkswagen Group’s Brand Group Core
and will begin producing 100% electric vehicles, including the CUPRA Raval, at its Martorell plant from 2026. SEAT S.A. is part of the Volkswagen
Group and markets vehicles under the SEAT and CUPRA brands, including the iconic SEAT Ibiza and the company’s best-selling model, the CUPRA
Formentor. With over 13,000 employees and three production centres in Martorell, El Prat de LIobregat and Barcelona, the company exports more
than 80% of its vehicles to over 70 countries.

Website: http://www.seat.com

Sector: Motor vehicle manufacturing
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UNIVERSITY  Universitat Politecnica de Catalunya

DOCTORATE PROGRAMME  Arquitectura de Computadors (Computer Architecture)

ICREA RESEARCHER ERC GRANT HOLDER [J SGRRESEARCH GROUP
SGRCODE 2021 SGR 01252 e RESEARCH GROUP NAME  IMP
THESIS SUPERVISOR René Serral Gracia
RESEARCH CENTRE (IF APPLICABLE)
E -MAIL ADDRESS e TELEPHONE

ADDRESS OF THE DEPARTMENT/CENTRE WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED
Jordi Girona, 1-3 Campus Nord

e POSTCODE 08036 e TOWN  Barcelona e WEBSITE https://inlab.fib.upc.edu

Brief summary of the research project, indicating whether there are other participating organisations or centres. The information will help candidates decide
which allows candidates to decide whether the project is of interest to them. Not to exceed the space in the text box.

Context:

The automotive sector is undergoing a major shift toward increasingly connected, autonomous, and software-defined vehicles. This evolution has
turned the vehicle’s electronic platforms (ECUs, CAN networks etc.) and its environment (Apps and backends) into critical attack surfaces. A single
vulnerability could compromise both the physical safety of the vehicle and the privacy of its users.

Objective:

We aim to establish an advanced, Al-assisted offensive security framework specifically tailored for the complex architecture of automotive electronic
systems. This solution will propose intelligent and adaptive agents to conduct deep-dive penetration testing, systematically simulating diverse and
high-fidelity attack scenarios across the vehicle network. The primary objective is to transition security assessment from a reactive model to a
proactive, predictive one. By anticipating emerging attack surfaces and quantifying potential risk exposures, the framework will ensure maximum
cybersecurity readiness. Critically, its structure will guarantee robust compliance validation against established industry benchmarks, notably the
requirements set forth by UNECE R155.

Through the use of intelligent agents, the framework will:

- Simulate complex attack scenarios.

- Anticipate emerging cybersecurity risks.

- Automate and scale penetration testing activities.

- Evolve from one-time assessments towards a continuous and proactive security approach.

The project will contribute to:

- Early and proactive customer protection.

- Increased internal cybersecurity maturity.

- Readiness for regulatory compliance, in particular UNECE R155.

- Preparation for future organizational responsibility over advanced vehicle electronic architectures.
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6. CANDIDATE PROFILE

Description of both the minimum requirements and preferred characteristics, in terms of degrees held, languages and experience that will
be weighed favourably in assessing candidates. In all sections, requirements must be identified as minimum or preferred.

e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)

Bachelor’s degree in Computer Engineering or Telecommunications Engineering or Artificial Intelligence.
Master’s degree in Cybersecurity.

*Requirements for admission to a doctoral programme: See the requirements section corresponding to the questions most frequently
asked by doctoral students (FAQ) on the Industrial Doctorates Plan website.

o LANGUAGES o PROFESSIONAL EXPERIENCE OF INTEREST
Spanish: advanced level - Penetration testing methodologies and techniques
English: Advanced level - Vulnerability assessment and threat analysis

- Cybersecurity risk analysis methodologies (valuable)

e OTHER

- Strong research mindset and technical curiosity.

- Critical and analytical thinking.

- High level of autonomy and responsibility.

- Strong orientation towards solving complex problems.

- Ability to communicate technical concepts and cybersecurity risks to non-technical audiences.

CHARACTERISTICS OF THE INDUSTRIAL DOCTORATE PROJECTS

The essential element of the Industrial Doctorates Plan is the industrial doctorate project, that is, a strategic research project carried out at a company that allows
the doctoral student to further develop their research training in collaboration with a university, and which is the object of a doctoral thesis.

The Government of Catalonia provides two types of financial support to these projects, based on certain characteristics of project implementation:

o Industrial doctorate projects co-funded by the Government of Catalonia.
o Industrial doctorate projects with specific funding.

CHARACTERISTICS COMMON TO BOTH TYPES

o The doctoral thesis will be carried out within the framework of a collaboration agreement between the university (and, if necessary, a research centre) and
the company (more than one company may participate).

e The candidate will be given a thesis supervisor connected to the university or research centre and a project manager appointed by the company.

o The candidate will be selected jointly by the signatories of the collaboration agreement. However, the candidate must be accepted and admitted to the
doctoral programme of the corresponding university.

o The candidate must have an average mark of 6.5 or higher (scale of 1to 10) on his or their academic transcript, calculated based on all credits of
university studies that allow admission to a doctoral programme.

o The thesis supervisor must be part of an active recognised research group (SGR) of the Government of Catalonia or a researcher from the ICREA
programme or be a recipient of European Research Council (ERC) funding.

o The time dedicated by the doctoral student to the research projects will be divided between the company and the university.

e The candidate will take part in training programmes in specific skills related to RDI project leadership, coordination and management; the transfer of
research results; new business development; and industrial and intellectual property, among other relevant subjects.

o The candidate will be given a yearly stipend (mobility fund), funded by the Government of Catalonia and accumulative for a maximum period of 3 years. Its
purpose is to enable attendance at workshops and conferences related to the research project as well as stays at other company offices, universities or
research centres outside Catalonia.

o Alltheses defended under the Industrial Doctorates Plan will receive an Industrial Doctorate with distinction. The participating companies and academic
directors will also receive acknowledgement for their participation in the Plan.
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1. APPLICANT DETAILS

o TAX/FOREIGNER
o NAME AND SURNAME ID NO. (NIF/NIE)
e ADDRESS OF HABITUAL RESIDENCE
e PQOSTCODE e TOWN e TELEPHONE
e E-MAIL ADDRESS

2. CANDIDATE PROFILE
e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE BACHELOR'S DEGREE OR EQUIVALENT ACADEMIC TRANSCRIPT
(SCALE of 1t0 10)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE UNIVERSITY THE MASTER'S DEGREE ACADEMIC TRANSCRIPT

(SCALE of 1to 10)

o LANGUAGES. IF THE CANDIDATE HOLDS A CERTIFICATE OF PROFICIENCY,
THIS MUST BE INDICATED ALONG WITH THE DATE OF ISSUE. e PROFESSIONAL EXPERIENCE OF INTEREST

e OTHER INFORMATION OF INTEREST RELEVANT TO THE PROJECT
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3. MOTIVATION AND INTEREST IN THE PROJECT

Space in which candidates can describe their motivations and personal interest in the project, not to exceed the space in the text box.

PERSONAL DATA PROTECTION

By filling in this form, you hereby authorise and give your consent to the processing of your personal data in these terms:

The data subject will only provide personal data of third parties when it is strictly necessary to achieve the required purpose. If personal data of third parties is provided, the data subject guarantees that they have informed them of the processing of their data in the terms described. | Data
controller: AGAUR - CIF 0080117C - Passeig Lluis Companys, 23, 88010, Barcelona - Tel. 93 310 63 94 - lopd.agaur@gencat.cat | Data protection officer: agaur@dpo.microlabhard.es | Purpose: the purpose of collecting the data is to publicise the organisation's and the university or
research body's request to participate an industrial doctorate project, within the framework of the Industrial Doctorates Plan on the website of the Industrial Doctorates Program (https://doctoratsindustrials.gencat.cat/en), in order to send the applications of those interested in the project
proposal, in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of personal data and with Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital rights. | Legal Basis.: the performance of a
task carried out in the public interest, the exercise of official authority vested in the controller or the fulfilment of a legal obligation, or the consent of the data subject on request, with the possibility of withdrawing such consent at any time. | Data retention: your data will be kept as long as
it is needed to deal with the related call for applications, and, once this is closed, it will be retained in accordance with the time frames set out in the applicable file regulations. The data controller certifies that they have implemented the technical and organisational measures set out in
Regulation (EU) 2016/679, in order to guarantee the security and integrity of the personal data included in the files and avoid their alteration, loss or unauthorised access or treatment. | Rights: at any time, you may exercise your rights of access, rectification, erasure, opposition, restriction of
processing of your data, or the right to data portability. This must be done in writing, accompanied by a copy of the official document that identifies you, addressed to AGAUR or the Data Protection Officer. For any complaint about the processing, you also have the right to lodge a complaint
with the Catalan Data Protection Authority. | Recipients: company and university/research body developing the research project in order to assess the applications, Ministry of Research and Universities (REU) and Catalan University Service Consortium (CSUC), so they can be involved in and
advise on the selection of the organisations and candidates and coordinate and promote the programme together with AGAUR. Moreover, the data may be communicated to the company where they carry out their activities and to the university in order to select the candidate.

Date and signature of the interested party

For Further information:
doctorats.industrials.recerca@gencat.cat | doctoratsindustrials.gencat.cat

Application procedure:

Send electronically a signed copy of the form to the Industrial Doctorates Plan, e-mail address: doctorats.industrials.recerca@gencat.cat
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	16: Context: 
The automotive sector is undergoing a major shift toward increasingly connected, autonomous, and software-defined vehicles. This evolution has turned the vehicle’s electronic platforms (ECUs, CAN networks etc.) and its environment (Apps and backends) into critical attack surfaces. A single vulnerability could compromise both the physical safety of the vehicle and the privacy of its users. 

Objective: 
We aim to establish an advanced, AI-assisted offensive security framework specifically tailored for the complex architecture of automotive electronic systems. This solution will propose intelligent and adaptive agents to conduct deep-dive penetration testing, systematically simulating diverse and high-fidelity attack scenarios across the vehicle network. The primary objective is to transition security assessment from a reactive model to a proactive, predictive one. By anticipating emerging attack surfaces and quantifying potential risk exposures, the framework will ensure maximum cybersecurity readiness. Critically, its structure will guarantee robust compliance validation against established industry benchmarks, notably the requirements set forth by UNECE R155.

Through the use of intelligent agents, the framework will:
- Simulate complex attack scenarios.
- Anticipate emerging cybersecurity risks.
- Automate and scale penetration testing activities.
- Evolve from one‑time assessments towards a continuous and proactive security approach.
 
The project will contribute to:
- Early and proactive customer protection.
- Increased internal cybersecurity maturity.
- Readiness for regulatory compliance, in particular UNECE R155.
- Preparation for future organizational responsibility over advanced vehicle electronic architectures.
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	4: - Strong research mindset and technical curiosity.
- Critical and analytical thinking.
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- Strong orientation towards solving complex problems.
- Ability to communicate technical concepts and cybersecurity risks to non‑technical audiences.
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