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e BRIEF COMPANY PRESENTATION

Quside designs and manufactures innovative quantum technologies for all connected devices. Using our proprietary quantum random number
generator, we operate with key players in different markets to provide tailor-made solutions enhancing security across any device.

We strongly believe that strong cryptographic solutions and more efficient computing platforms are challenges worth investing in, even when it isn’t
the easiest thing to do. We contribute by developing the most advanced randomness solutions for security and computing performance.

We invest talent, resources, and time to build products with the highest scientific calibre and engineering excellence. Our solutions have been used in
the most remote and challenging scientific environments, but it doesn’t stop there. We apply our excellence criteria to everything we do.
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[] ICREARESEARCHER ERC GRANT HOLDER SGR RESEARCH GROUP

SGRCODE 2021 SGR 01440 e RESEARCH GROUP NAME — Quantum Information Theory
THESIS SUPERVISOR Antonio Acin Dal Maschio

RESEARCH CENTRE (IF APPLICABLE) Institut de Ciéncies Fotoniques (ICFO)
E -MAIL ADDRESS o TELEPHONE

ADDRESS OF THE DEPARTMENT/CENTRE WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED
AVINGUDA CARL FRIEDRICH GAUSS 7 PARC MEDITERRANI DE TECNOLOGIA

e POSTCODE 08860 e TOWN  Castelldefels e WEBSITE https://www.icfo.eu/ca/

Brief summary of the research project, indicating whether there are other participating organisations or centres. The information will help candidates decide
which allows candidates to decide whether the project is of interest to them. Not to exceed the space in the text box.

Random number generators (RNGs) are essential for various applications in computing and cryptography. Traditional RNGs rely on deterministic
algorithms that generate sequences of numbers that appear random but are not truly random. Quantum theory, on the other hand, is inherently
random. This fundamental phenomenon, harnessed through different protocols and schemes, is the key differentiating feature of Quantum Random
Number Generators (QRNGSs) [1-3].

Real-world QRNGs have imperfections. Different sources of noise produce an apparent randomness that is not intrinsic to quantum theory.
Fortunately, the quantum formalism allows for the proper quantification of intrinsic randomness solely from a tomographic characterization of the
intervening quantum states and measurements [4]. The ability to quantify the unpredictability in the bits they generate, together with the high-speed
rates they achieve, has sparked a growing QRNG industry.

The tomographic level characterization in these, first-generation, device-dependent QRNGs is, however, an assumption done during the modelling
phase that cannot be tested during operation. In turn, hardware monitor must be in place to check that the assumed model parameters are in range,
putting a burden in the control logic. Fortunately, starting from the fundamental works utilizing Bell nonlocality (see, e.g. [4]), quantum mechanics
was found to provide the ability to certify the generation of random numbers solely from the observation of certain statistical correlations in a
guantum entropy source’s outcome. Protocols leveraging this quantum advantage are termed “self-testing” and encompass the well-known classes
of semi-device-independent and device-independent modelling approaches (see, e.g. [5]).

State-of-the-art self-testing quantum random number protocols, however, have a significant drawback: latency. In short, this means that a
significant number of bits must be generated before a nontrivial claim about its security can be made. This implies that user applications requiring a
number of bits per request which are below this lower limit have to anyway incur in an idle time, limiting their rate. Naturally, this is preventing the
industry adoption of this better (from an information-theoretical point of view) approaches.

It is in this context, intermediate between pure academic research and direct industrial application, in which the work associated with this doctorate
is framed. In particular, the goal of this industrial PhD is to design a low-latency self-testing quantum random number generation protocol. To reach
this goal, we will aim at leveraging recent developments in security proof frameworks, which promise to deliver much higher finite-size performance
than the state-of-the art (see, e.g., [6]). Moreover, this project will require the development of algorithms to compute the randomness rates provided
by the protocol. Finally, as we will target integrated photonic implementations [8] (a key area in the company’s roadmap), a strong collaboration with
photonics experts in Quside’s optical division will take place. We expect these contributions to impact other subfields of quantum cryptography,
beyond QRNGs.

Selected bibliography:

[1] Mitchell, M. W., Abellan, C., & Amaya, W. (2015). Strong experimental guarantees in ultrafast quantum random number generation. Physical
Review A, 91(1), 012314.

[2] Abellan, C., Amaya, W., Mitrani, D., Pruneri, V., & Mitchell, M. W. (2015). Generation of fresh and pure random numbers for loophole-free Bell
tests. Physical review letters, 115(25), 250403.

[3] Senno, G., Strohm, T., & Acin, A. (2022). Quantifying the intrinsic randomness of quantum measurements. Physical review letters, 131, 130202.
[4] Pironio. S, Acin, A., Boyer de la Giroday, A, et al. Random numbers certified by Bell’s theorem. Nature, 464, 1021-1024 (2010).

[5] Van Himbeeck, T., Woodhead, E., Cerf, N. J., Garcia-Patron, R., & Pironio, S. (2017). Semi-device-independent framework based on natural
physical assumptions. Quantum, 1, 33

[6] Argand, Amir, Thomas A. Hahn, and Ernest Y-Z. Tan. "Generalized R\'enyi entropy accumulation theorem and generalized quantum probability
estimation." arXiv preprint arXiv:2405.05912 (2024).

[7] Pelucchi, E., Fagas, G., Aharonovich, I., Englund, D., Figueroa, E., Gong, Q., & Jons, K. D. (2022). The potential and global outlook of integrated
photonics for quantum technologies. Nature Reviews Physics, 4(3), 194-208
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6. CANDIDATE PROFILE

Description of both the minimum requirements and preferred characteristics, in terms of degrees held, languages and experience that will
be weighed favourably in assessing candidates. In all sections, requirements must be identified as minimum or preferred.

e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)
BACHELOR AND MASTER IN PHYSICS OR ENGINEERING

*Requirements for admission to a doctoral programme: See the requirements section corresponding to the questions most frequently
asked by doctoral students (FAQ) on the Industrial Doctorates Plan website.

o LANGUAGES o PROFESSIONAL EXPERIENCE OF INTEREST
ENGLISH PREVIOUS RESEARCH EXPERIENCE
CATALAN
SPANISH

e OTHER

CHARACTERISTICS OF THE INDUSTRIAL DOCTORATE PROJECTS

The essential element of the Industrial Doctorates Plan is the industrial doctorate project, that is, a strategic research project carried out at a company that allows
the doctoral student to further develop their research training in collaboration with a university, and which is the object of a doctoral thesis.

The Government of Catalonia provides two types of financial support to these projects, based on certain characteristics of project implementation:

o Industrial doctorate projects co-funded by the Government of Catalonia.
o Industrial doctorate projects with specific funding.

CHARACTERISTICS COMMON TO BOTH TYPES

o The doctoral thesis will be carried out within the framework of a collaboration agreement between the university (and, if necessary, a research centre] and
the company (more than one company may participate).

e The candidate will be given a thesis supervisor connected to the university or research centre and a project manager appointed by the company.

o The candidate will be selected jointly by the signatories of the collaboration agreement. However, the candidate must be accepted and admitted to the
doctoral programme of the corresponding university.

e The candidate must have an average mark of 6.5 or higher (scale of 1to 18 on his or their academic transcript, calculated based on all credits of
university studies that allow admission to a doctoral programme.

o The thesis supervisor must be part of an active recognised research group (SGR) of the Government of Catalonia or a researcher from the ICREA
programme or be a recipient of European Research Council (ERC) funding.

o The time dedicated by the doctoral student to the research projects will be divided between the company and the university.

o The candidate will take part in training programmes in specific skills related to RDI project leadership, coordination and management; the transfer of
research results; new business development; and industrial and intellectual property, among other relevant subjects.

o The candidate will be given a yearly stipend (mobility fund), funded by the Government of Catalonia and accumulative for a maximum period of 3 years. Its
purpose is to enable attendance at workshops and conferences related to the research project as well as stays at other company offices, universities or
research centres outside Catalonia.

o Alltheses defended under the Industrial Doctorates Plan will receive an Industrial Doctorate with distinction. The participating companies and academic
directors will also receive acknowledgement for their participation in the Plan.
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1. APPLICANT DETAILS

o TAX/FOREIGNER
o NAME AND SURNAME ID NO. (NIF/NIE)
e ADDRESS OF HABITUAL RESIDENCE
e PQOSTCODE e TOWN e TELEPHONE
e E-MAIL ADDRESS

2. CANDIDATE PROFILE
e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE BACHELOR'S DEGREE OR EQUIVALENT ACADEMIC TRANSCRIPT
(SCALE of 1t0 10)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE UNIVERSITY THE MASTER'S DEGREE ACADEMIC TRANSCRIPT

(SCALE of 1to 10)

o LANGUAGES. IF THE CANDIDATE HOLDS A CERTIFICATE OF PROFICIENCY,
THIS MUST BE INDICATED ALONG WITH THE DATE OF ISSUE. e PROFESSIONAL EXPERIENCE OF INTEREST

e OTHER INFORMATION OF INTEREST RELEVANT TO THE PROJECT
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3. MOTIVATION AND INTEREST IN THE PROJECT

Space in which candidates can describe their motivations and personal interest in the project, not to exceed the space in the text box.

PERSONAL DATA PROTECTION

By filling in this form, you hereby authorise and give your consent to the processing of your personal data in these terms:

The data subject will only provide personal data of third parties when it is strictly necessary to achieve the required purpose. If personal data of third parties is provided, the data subject guarantees that they have informed them of the processing of their data in the terms described. | Data
controller: AGAUR - CIF 0080117C - Passeig Lluis Companys, 23, 88010, Barcelona - Tel. 93 310 63 94 - lopd.agaur@gencat.cat | Data protection officer: agaur@dpo.microlabhard.es | Purpose: the purpose of collecting the data is to publicise the organisation's and the university or
research body's request to participate an industrial doctorate project, within the framework of the Industrial Doctorates Plan on the website of the Industrial Doctorates Program (https://doctoratsindustrials.gencat.cat/en), in order to send the applications of those interested in the project
proposal, in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of personal data and with Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital rights. | Legal Basis.: the performance of a
task carried out in the public interest, the exercise of official authority vested in the controller or the fulfilment of a legal obligation, or the consent of the data subject on request, with the possibility of withdrawing such consent at any time. | Data retention: your data will be kept as long as
it is needed to deal with the related call for applications, and, once this is closed, it will be retained in accordance with the time frames set out in the applicable file regulations. The data controller certifies that they have implemented the technical and organisational measures set out in
Regulation (EU) 2016/679, in order to guarantee the security and integrity of the personal data included in the files and avoid their alteration, loss or unauthorised access or treatment. | Rights: at any time, you may exercise your rights of access, rectification, erasure, opposition, restriction of
processing of your data, or the right to data portability. This must be done in writing, accompanied by a copy of the official document that identifies you, addressed to AGAUR or the Data Protection Officer. For any complaint about the processing, you also have the right to lodge a complaint
with the Catalan Data Protection Authority. | Recipients: company and university/research body developing the research project in order to assess the applications, Ministry of Research and Universities (REU) and Catalan University Service Consortium (CSUC), so they can be involved in and
advise on the selection of the organisations and candidates and coordinate and promote the programme together with AGAUR. Moreover, the data may be communicated to the company where they carry out their activities and to the university in order to select the candidate.

Date and signature of the interested party

For Further information:
doctorats.industrials.recerca@gencat.cat | doctoratsindustrials.gencat.cat

Application procedure:

Send electronically a signed copy of the form to the Industrial Doctorates Plan, e-mail address: doctorats.industrials.recerca@gencat.cat
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