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FORM FOR INDUSTRIAL DOCTORATE PROJECTS

TO BE COMPLETED BY THE COMPANY AND THE UNIVERSITY
1. APPLICATION TO PARTICIPATE IN AN INDUSTRIAL DOCTORATE PROJECT

e PROJECT  Anomaly Detection and Generative Models for Financial Transaction Networks

e SCHEDULED START DATE FOR PROJECT 01/11/2024

e ERCPANELT  PE6 Computer Science and Informatics

e ERC PANEL 2(0rPTIONAL) PE3 Condensed Matter Physics
e SECTORT ICT
e SECTOR 2wPrionaL Specify a sector from the list

2. TYPE OF RESEARCH PROJECT

See section on project characteristics and choose the type of research project based on the features of the
project. Co-funding type of financing Specific funding type of financing ]

3. COMPANY DETAILS

e COMPANY NAME CENTAIINSTITUTE S.p.A e TAXID CODE (CIF)
e LEGAL REPRESENTATIVE OF COMPANY  Roberto Palermo
e PROJECT MANAGER AT COMPANY Francesco Bonchi

e E-MAIL ADDRESS e TELEPHONE
o ADDRESS OF THE PLACE OF WORK WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED

Corso Inghilterran. 3
e POSTCODE 10138 e TOWN Torino (Italy) o WEBSITE  www.centai.eu
e BRIEF COMPANY PRESENTATION

CENTAI INSTITUTE S.p.A. is a research institute established in March 2022 based in Turin, Italy.
CENTAI's ambition is to push the boundaries of applied and fundamental research in fields related to artificial intelligence and complex systems

sciences.
CENTAI's goal is to INNOVATE beyond the state of the art in these fields, pursuing "blue sky" RESEARCH and developing reliable, fair, green and

sustainable methodologies.

Theoretical efforts are complemented by applied research projects, aimed at some of today's most pressing social challenges. CENTAI also engages
in cutting-edge industrial projects and develops the know-how that allows it to tame the complexity of real-world problems, seamlessly tackling
enormous and constantly growing quantities of heterogeneous data.
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UNIVERSITY  UNIVERSITAT POMPEU FABRA

DOCTORATE PROGRAMME DOCTORAT EN TECNOLOGIES DE LA INFORMACIO | LES COMUNICACIONS
ICREA RESEARCHER ERC GRANT HOLDER [ SGRRESEARCH GROUP
SGRCODE 00930 o RESEARCH GROUP NAME ~ WSSC
THESIS SUPERVISOR  MICHELE STARNINI
RESEARCH CENTRE (IF APPLICABLE) DEPARTMENT OF ENGINEERING
E -MAIL ADDRESS o TELEPHONE

ADDRESS OF THE DEPARTMENT/CENTRE WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED
Carrer de Tanger, 122,

e POSTCODE 08018 e TOWN  BARCELONA o WEBSITE https://www.upf.edu/web/etic

Brief summary of the research project, indicating whether there are other participating organisations or centres. The information will help candidates decide
which allows candidates to decide whether the project is of interest to them. Not to exceed the space in the text box.

Graph-based representations of financial transactions offer a more structured, interconnected, and insightful way to analyze complex financial
systems. Financial networks are particularly useful for detecting fraud, money laundering, and other illicit activities. Money laundering indeed often
involves complex patterns of entities and transactions, where fraudulent behavior can be concealed. By mapping transactions as graphs, one can
uncover unusual relationships, loops, or clusters that deviate from normal patterns, making it easier to identify suspicious activities.

Additionally, graph-based analysis helps in assessing the systemic risk of financial institutions, as the failure of one entity can have cascading effects
on others. By studying transactions as graphs, key players (nodes) with the most influence on the system can be identified, and potential points of
failure can be simulated—thus mitigating the risk of financial contagion. The study of generative models for financial networks also helps in
understanding the underlying mechanisms of financial transactions and enables the production of synthetic datasets. These synthetic datasets can
be shared with the research community, overcoming privacy concerns and fostering the development and testing of anti-money laundering
algorithms.

This PhD research project aims to explore graph-based representations of financial transactions to better understand the structure, behavior, and
risks within financial systems. The project will unfold in several phases. The first year will focus on analyzing both public (e.g., Bitcoin transactions)
and private financial transaction datasets, the latter through collaborations with key financial partners. Special emphasis will be placed on
implementing data protection and anonymization techniques, such as differential privacy, k-anonymity, and other state-of-the-art methods.

In the second year, we will study generative models for transaction graphs, comparing deep learning and mechanistic approaches. Deep-learning
models, such as Variational Graph Autoencoders (VGAE), NetGAN, and GraphRNN, are powerful and versatile but face scalability challenges due to
their computational demands. In contrast, mechanistic agent-based models, such as the Chung-Lu, Kronecker, or activity-driven models, may be
less precise in reproducing the topology of financial networks but can scale up to millions of nodes.

The third year will focus on developing algorithms for anti-money laundering. Traditional rule-based approaches, such as fixed threshold flagging,
often struggle to keep pace with evolving laundering techniques and require constant updates. Moreover, they typically overlook the time-evolving

nature of financial transactions, where the dynamics (e.g., the time elapsed between consecutive transactions) can be a critical factor in identifying
money-laundering schemes. We will develop graph-mining algorithms to detect these dynamic patterns, such as "smurfing"—a money-laundering
technique in which large transactions are broken down into smaller, less noticeable amounts within a short time frame.
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6. CANDIDATE PROFILE

Description of both the minimum requirements and preferred characteristics, in terms of degrees held, languages and experience that will
be weighed favourably in assessing candidates. In all sections, requirements must be identified as minimum or preferred.

e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)
UNIVERSITY MASTER’S DEGREE

*Requirements for admission to a doctoral programme: See the requirements section corresponding to the questions most frequently
asked by doctoral students (FAQ) on the Industrial Doctorates Plan website.

o LANGUAGES o PROFESSIONAL EXPERIENCE OF INTEREST
English

e OTHER

CHARACTERISTICS OF THE INDUSTRIAL DOCTORATE PROJECTS

The essential element of the Industrial Doctorates Plan is the industrial doctorate project, that is, a strategic research project carried out at a company that allows
the doctoral student to further develop their research training in collaboration with a university, and which is the object of a doctoral thesis.

The Government of Catalonia provides two types of financial support to these projects, based on certain characteristics of project implementation:

o Industrial doctorate projects co-funded by the Government of Catalonia.
o Industrial doctorate projects with specific funding.

CHARACTERISTICS COMMON TO BOTH TYPES

o The doctoral thesis will be carried out within the framework of a collaboration agreement between the university (and, if necessary, a research centre] and
the company (more than one company may participate).

e The candidate will be given a thesis supervisor connected to the university or research centre and a project manager appointed by the company.

o The candidate will be selected jointly by the signatories of the collaboration agreement. However, the candidate must be accepted and admitted to the
doctoral programme of the corresponding university.

e The candidate must have an average mark of 6.5 or higher (scale of 1to 18 on his or their academic transcript, calculated based on all credits of
university studies that allow admission to a doctoral programme.

o The thesis supervisor must be part of an active recognised research group (SGR) of the Government of Catalonia or a researcher from the ICREA
programme or be a recipient of European Research Council (ERC) funding.

o The time dedicated by the doctoral student to the research projects will be divided between the company and the university.

o The candidate will take part in training programmes in specific skills related to RDI project leadership, coordination and management; the transfer of
research results; new business development; and industrial and intellectual property, among other relevant subjects.

o The candidate will be given a yearly stipend (mobility fund), funded by the Government of Catalonia and accumulative for a maximum period of 3 years. Its
purpose is to enable attendance at workshops and conferences related to the research project as well as stays at other company offices, universities or
research centres outside Catalonia.

o Alltheses defended under the Industrial Doctorates Plan will receive an Industrial Doctorate with distinction. The participating companies and academic
directors will also receive acknowledgement for their participation in the Plan.
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1. APPLICANT DETAILS

o TAX/FOREIGNER
o NAME AND SURNAME ID NO. (NIF/NIE)
e ADDRESS OF HABITUAL RESIDENCE
e PQOSTCODE e TOWN e TELEPHONE
e E-MAIL ADDRESS

2. CANDIDATE PROFILE
e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE BACHELOR'S DEGREE OR EQUIVALENT ACADEMIC TRANSCRIPT
(SCALE of 1t0 10)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE UNIVERSITY THE MASTER'S DEGREE ACADEMIC TRANSCRIPT

(SCALE of 1to 10)

o LANGUAGES. IF THE CANDIDATE HOLDS A CERTIFICATE OF PROFICIENCY,
THIS MUST BE INDICATED ALONG WITH THE DATE OF ISSUE. e PROFESSIONAL EXPERIENCE OF INTEREST

e OTHER INFORMATION OF INTEREST RELEVANT TO THE PROJECT
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3. MOTIVATION AND INTEREST IN THE PROJECT

Space in which candidates can describe their motivations and personal interest in the project, not to exceed the space in the text box.

PERSONAL DATA PROTECTION

By filling in this form, you hereby authorise and give your consent to the processing of your personal data in these terms:

The data subject will only provide personal data of third parties when it is strictly necessary to achieve the required purpose. If personal data of third parties is provided, the data subject guarantees that they have informed them of the processing of their data in the terms described. | Data
controller: AGAUR - CIF 0080117C - Passeig Lluis Companys, 23, 88010, Barcelona - Tel. 93 310 63 94 - lopd.agaur@gencat.cat | Data protection officer: agaur@dpo.microlabhard.es | Purpose: the purpose of collecting the data is to publicise the organisation's and the university or
research body's request to participate an industrial doctorate project, within the framework of the Industrial Doctorates Plan on the website of the Industrial Doctorates Program (https://doctoratsindustrials.gencat.cat/en), in order to send the applications of those interested in the project
proposal, in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of personal data and with Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital rights. | Legal Basis.: the performance of a
task carried out in the public interest, the exercise of official authority vested in the controller or the fulfilment of a legal obligation, or the consent of the data subject on request, with the possibility of withdrawing such consent at any time. | Data retention: your data will be kept as long as
it is needed to deal with the related call for applications, and, once this is closed, it will be retained in accordance with the time frames set out in the applicable file regulations. The data controller certifies that they have implemented the technical and organisational measures set out in
Regulation (EU) 2016/679, in order to guarantee the security and integrity of the personal data included in the files and avoid their alteration, loss or unauthorised access or treatment. | Rights: at any time, you may exercise your rights of access, rectification, erasure, opposition, restriction of
processing of your data, or the right to data portability. This must be done in writing, accompanied by a copy of the official document that identifies you, addressed to AGAUR or the Data Protection Officer. For any complaint about the processing, you also have the right to lodge a complaint
with the Catalan Data Protection Authority. | Recipients: company and university/research body developing the research project in order to assess the applications, Ministry of Research and Universities (REU) and Catalan University Service Consortium (CSUC), so they can be involved in and
advise on the selection of the organisations and candidates and coordinate and promote the programme together with AGAUR. Moreover, the data may be communicated to the company where they carry out their activities and to the university in order to select the candidate.

Date and signature of the interested party

For Further information:
doctorats.industrials.recerca@gencat.cat | doctoratsindustrials.gencat.cat

Application procedure:

Send electronically a signed copy of the form to the Industrial Doctorates Plan, e-mail address: doctorats.industrials.recerca@gencat.cat

Legal Deposit B-9413-2014


http://doctoratsindustrials.gencat.cat/ca

	01: 
	1: Anomaly Detection and Generative Models for Financial Transaction Networks
	2: November 1st, 2024
	3: [PE6 Computer Science and Informatics]
	4: [PE3 Condensed Matter Physics]
	17: Off
	18: Si
	19: CENTAI INSTITUTE S.p.A 
	5: 
	6: Roberto Palermo
	8: Francesco Bonchi
	10: 
	11: 
	12: Corso Inghilterra n. 3 
	13: 10138
	14: Torino (Italy)
	15: www.centai.eu
	16: CENTAI INSTITUTE S.p.A. is a research institute established in March 2022 based in Turin, Italy.
CENTAI's ambition is to push the boundaries of applied and fundamental research in fields related to artificial intelligence and complex systems sciences.
CENTAI's goal is to INNOVATE beyond the state of the art in these fields, pursuing "blue sky" RESEARCH and developing reliable, fair, green and sustainable methodologies.
Theoretical efforts are complemented by applied research projects, aimed at some of today's most pressing social challenges. CENTAI also engages in cutting-edge industrial projects and develops the know-how that allows it to tame the complexity of real-world problems, seamlessly tackling enormous and constantly growing quantities of heterogeneous data.

	02: 
	1: Off
	13: Off
	14: Si
	5: 00930
	6: WSSC
	7: MICHELE STARNINI
	9: DEPARTMENT OF ENGINEERING
	10: 
	11: 
	15: 08018
	2: BARCELONA
	3: https://www.upf.edu/web/etic
	4: UNIVERSITAT POMPEU FABRA
	16: Graph-based representations of financial transactions offer a more structured, interconnected, and insightful way to analyze complex financial systems. Financial networks are particularly useful for detecting fraud, money laundering, and other illicit activities. Money laundering indeed often involves complex patterns of entities and transactions, where fraudulent behavior can be concealed. By mapping transactions as graphs, one can uncover unusual relationships, loops, or clusters that deviate from normal patterns, making it easier to identify suspicious activities.

Additionally, graph-based analysis helps in assessing the systemic risk of financial institutions, as the failure of one entity can have cascading effects on others. By studying transactions as graphs, key players (nodes) with the most influence on the system can be identified, and potential points of failure can be simulated—thus mitigating the risk of financial contagion. The study of generative models for financial networks also helps in understanding the underlying mechanisms of financial transactions and enables the production of synthetic datasets. These synthetic datasets can be shared with the research community, overcoming privacy concerns and fostering the development and testing of anti-money laundering algorithms.

This PhD research project aims to explore graph-based representations of financial transactions to better understand the structure, behavior, and risks within financial systems. The project will unfold in several phases. The first year will focus on analyzing both public (e.g., Bitcoin transactions) and private financial transaction datasets, the latter through collaborations with key financial partners. Special emphasis will be placed on implementing data protection and anonymization techniques, such as differential privacy, k-anonymity, and other state-of-the-art methods.
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