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COMPANY NAME Satelio loT Services SL e TAXID CODE (CIF)
LEGAL REPRESENTATIVE OF COMPANY  Jaume Sanpera Izoard
PROJECT MANAGER AT COMPANY Shubham Gupta

E-MAIL ADDRESS e TELEPHONE
ADDRESS OF THE PLACE OF WORK WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED

Carretera Antigua del Prat, 8-14, Planta 32, Barcelona, Spain

POSTCODE 08038 e TOWN Barcelona o WEBSITE https://sateliot.space/es/

BRIEF COMPANY PRESENTATION

Sateliot in Barcelona, Spain a startup that is becoming the first satellite operator in the world to provide loT connectivity over standard 5G
Narrowband loT (NB-loT) in Low Earth Orbit (LEO). While mobile communications have enhanced many aspects of modern life, it is currently limited
to 15% of the world with terrestrial infrastructure. Sateliot's mission is to expand digitalization globally, enabling people to optimize activities, and
enhance their quality of life. Our constellation provides global connectivity directly from space to standard commercial devices. At Sateliot we believe
that a connected world is a better world. One of Sateliol's key differentiators is their use of a standard protocol for connectivity based on the 3GPP
Standard, unlike the proprietary solutions common in the satellite industry. This has positioned the Spanish Space Sector as leaders in
standardizatior agencies like the 3GPP and GSMA. The usage of standard technology allows standard NB-1oT devices to connect to Sateliot's satellite
constellation globally, offering service at a cost comparable to terrestrial cellular networks. This technology has the potential to drive the mass
adoption of loT in previously uncovered areas, positing Spain a leader country in global I0T connectivity.

Sateliot has been a significant contributor to the 3GPP Release 17 (the larger contributor from the Space Sector) and is now actively contributing to
Release 18 and 19. Sateliot has advocated for the use of regenerative payloads and the introduction of Store & Forward (S&F) solutions into the NTN
NB-loT standard. Sateliot's innovative S&F solution, which is patent pending, enables the provision of services from day one and offers flexibility to

scale seamlessly to larger constellations.

Sateliot has experience in secure communications as it is currently working in securing the 5G NTN Network by replacing the SIM Keys with QKD
generated keys in the scope of the QUANGO and QUDICE European Union's Horizon 2020 research and innovation programme, where a new satellite
combining 5G NTN and QKD is being developed.
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UNIVERSITY  Universitat Politécnica de Catalunya « Barcelona Tech - UPC
DOCTORATE PROGRAMME  signal processing

ICREA RESEARCHER ERC GRANT HOLDER [J SGRRESEARCH GROUP
SGRCODE  SGR-Cat 2021-012 e RESEARCHGROUP NAME  Space and Resilient Communications an
THESIS SUPERVISOR Satyendra Kumar Mishra
RESEARCH CENTRE (IF APPLICABLE) Centre Tecnoldgic de Telecomunicacions de Catalunya (CTTC)
E -MAIL ADDRESS e TELEPHONE

ADDRESS OF THE DEPARTMENT/CENTRE WHERE THE PROJECT WILL BE PARTIALLY DEVELOPED
Avinguda Carl Friedrich Gauss, 7, 08860 Castelldefels, Barcelona

e POSTCODE 08860 e TOWN  Castelldefels e WEBSITE https:/ /www.cttc.cat/

Brief summary of the research project, indicating whether there are other participating organisations or centres. The information will help candidates decide
which allows candidates to decide whether the project is of interest to them. Not to exceed the space in the text box.

This research investigates the design, development, and evaluation of a hybrid quantum-safe communication framework that strategically combines
Quantum Key Distribution (QKD) and Post-Quantum Cryptography (POC) to establish a resilient, end-to-end secure communication paradigm. The
proposed model is motivated by the imminent threat posed by large-scale quantum computers, which have the potential to break widely deployed
public-key cryptographic algorithms such as RSA and ECC. To proactively address this challenge, the framework aims to ensure confidentiality,
integrity, and long-term security of sensitive data transmissions, particularly for critical infrastructure and next-generation networks.

The first layer of the proposed model leverages Quantum Key Distribution-a cryptographic technique rooted in the principles of quantum
mechanics-to enable theoretically unbreakable key exchange. By utilizing quantum properties such as superposition and entanglement, QKD provide
information-theoretic security and intrinsic eavesdropping detection capabilities. This component is implemented over free-space optical (FSO) and
satellite communication links, enabling secure key distribution across geographically dispersed nodes, including space-based communication
platforms and remote terrestrial endpoints. These capabilities are particularly vital for global communication networks, military-grade systems, and
government infrastructures.

The second layer incorporates Post-Quantum Cryptography, which involves a set of cryptographic algorithms believed to be secure against both
classical and quantum attacks. Unlike QKD, POC is entirely software-based and can be integrated into existing network architectures without the
need for specialized quantum hardware. This makes POC particularly well-suited for deployment in edge devices, mobile systems, loT
infrastructures, and other constrained environments where QKD implementation may be impractical or cost-prohibitive. By layering POC over the
guantum-secured core, The model achieves an optimal balance between theoretical security and practical scalability.

Through this dual approach, the hybrid architecture provides multi-layered defense mechanisms capable of mitigating both current cybersecurity
threats and future quantum-based attacks. It supports seamless integration with existing protocols and infrastructure, facilitating a smooth
transition toward quantum-resilient communication standards. The model also addresses challenges related to interoperability, resource
optimization, latency, and key management in hybrid environments.

Ultimately, this research contributes to the global effort in building secure and sustainable communication systems in the quantum era. It lays the

groundwork for robust, scalable, and adaptive cryptographic solutions that uphold data privacy, national security, and digital trust in an increasingly
interconnected and quantum-enabled world.
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6. CANDIDATE PROFILE

Description of both the minimum requirements and preferred characteristics, in terms of degrees held, languages and experience that will
be weighed favourably in assessing candidates. In all sections, requirements must be identified as minimum or preferred.

o DEGREE™* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)
BSc and MSc in telecommunications, network engineering and/or physics fields.

*Requirements for admission to a doctoral programme: See the requirements section corresponding to the questions most frequently
asked by doctoral students (FAQ) on the Industrial Doctorates Plan website.

o LANGUAGES o PROFESSIONAL EXPERIENCE OF INTEREST
English

e OTHER

Familiarity with network security with formal security analysis and threat modeling. Also, understanding of
cryptographic algorithms and primitives will be added value.

CHARACTERISTICS OF THE INDUSTRIAL DOCTORATE PROJECTS

The essential element of the Industrial Doctorates Plan is the industrial doctorate project, that is, a strategic research project carried out at a company that allows
the doctoral student to further develop their research training in collaboration with a university, and which is the object of a doctoral thesis.

The Government of Catalonia provides two types of financial support to these projects, based on certain characteristics of project implementation:

o Industrial doctorate projects co-funded by the Government of Catalonia.
o Industrial doctorate projects with specific funding.

CHARACTERISTICS COMMON TO BOTH TYPES

o The doctoral thesis will be carried out within the framework of a collaboration agreement between the university (and, if necessary, a research centre] and
the company (more than one company may participate).

e The candidate will be given a thesis supervisor connected to the university or research centre and a project manager appointed by the company.

o The candidate will be selected jointly by the signatories of the collaboration agreement. However, the candidate must be accepted and admitted to the
doctoral programme of the corresponding university.

o The candidate must have an average mark of 6.5 or higher (scale of 1to 10) on his or their academic transcript, calculated based on all credits of
university studies that allow admission to a doctoral programme.

o The thesis supervisor must be part of an active recognised research group (SGR) of the Government of Catalonia or a researcher from the ICREA
programme or be a recipient of European Research Council (ERC) funding.

o The time dedicated by the doctoral student to the research projects will be divided between the company and the university.

e The candidate will take part in training programmes in specific skills related to RDI project leadership, coordination and management; the transfer of
research results; new business development; and industrial and intellectual property, among other relevant subjects.

o The candidate will be given a yearly stipend (mobility fund), funded by the Government of Catalonia and accumulative for a maximum period of 3 years. Its
purpose is to enable attendance at workshops and conferences related to the research project as well as stays at other company offices, universities or
research centres outside Catalonia.

o Alltheses defended under the Industrial Doctorates Plan will receive an Industrial Doctorate with distinction. The participating companies and academic
directors will also receive acknowledgement for their participation in the Plan.

Legal Deposit B-9413-2014



Ageéncia

de Gestio
] d'Ajuts
Universitaris

___ AGAUR j ge Recerca

1. APPLICANT DETAILS

o TAX/FOREIGNER
o NAME AND SURNAME ID NO. (NIF/NIE)
e ADDRESS OF HABITUAL RESIDENCE
e PQOSTCODE e TOWN e TELEPHONE
e E-MAIL ADDRESS

2. CANDIDATE PROFILE
e DEGREE* (BACHELOR'S DEGREE OR EQUIVALENT (FOUR-YEAR UNDERGRADUATE DEGREE, ENGINEERING AND ARCHITECTURE) AND UNIVERSITY MASTER'S DEGREE)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE BACHELOR'S DEGREE OR EQUIVALENT ACADEMIC TRANSCRIPT
(SCALE of 1t0 10)

o NUMBER OF CREDITS OF o AVERAGE MARK OF THE
THE UNIVERSITY THE MASTER'S DEGREE ACADEMIC TRANSCRIPT

(SCALE of 1to 10)

o LANGUAGES. IF THE CANDIDATE HOLDS A CERTIFICATE OF PROFICIENCY,
THIS MUST BE INDICATED ALONG WITH THE DATE OF ISSUE. e PROFESSIONAL EXPERIENCE OF INTEREST

e OTHER INFORMATION OF INTEREST RELEVANT TO THE PROJECT
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3. MOTIVATION AND INTEREST IN THE PROJECT

Space in which candidates can describe their motivations and personal interest in the project, not to exceed the space in the text box.

PERSONAL DATA PROTECTION

By filling in this form, you hereby authorise and give your consent to the processing of your personal data in these terms:

The data subject will only provide personal data of third parties when it is strictly necessary to achieve the required purpose. If personal data of third parties is provided, the data subject guarantees that they have informed them of the processing of their data in the terms described. | Data
controller: AGAUR - CIF 0080117C - Passeig Lluis Companys, 23, 88010, Barcelona - Tel. 93 310 63 94 - lopd.agaur@gencat.cat | Data protection officer: agaur@dpo.microlabhard.es | Purpose: the purpose of collecting the data is to publicise the organisation's and the university or
research body's request to participate an industrial doctorate project, within the framework of the Industrial Doctorates Plan on the website of the Industrial Doctorates Program (https://doctoratsindustrials.gencat.cat/en), in order to send the applications of those interested in the project
proposal, in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council on the protection of personal data and with Organic Law 3/2018, of 5 December, on the Protection of Personal Data and guarantee of digital rights. | Legal Basis.: the performance of a
task carried out in the public interest, the exercise of official authority vested in the controller or the fulfilment of a legal obligation, or the consent of the data subject on request, with the possibility of withdrawing such consent at any time. | Data retention: your data will be kept as long as
it is needed to deal with the related call for applications, and, once this is closed, it will be retained in accordance with the time frames set out in the applicable file regulations. The data controller certifies that they have implemented the technical and organisational measures set out in
Regulation (EU) 2016/679, in order to guarantee the security and integrity of the personal data included in the files and avoid their alteration, loss or unauthorised access or treatment. | Rights: at any time, you may exercise your rights of access, rectification, erasure, opposition, restriction of
processing of your data, or the right to data portability. This must be done in writing, accompanied by a copy of the official document that identifies you, addressed to AGAUR or the Data Protection Officer. For any complaint about the processing, you also have the right to lodge a complaint
with the Catalan Data Protection Authority. | Recipients: company and university/research body developing the research project in order to assess the applications, Ministry of Research and Universities (REU) and Catalan University Service Consortium (CSUC), so they can be involved in and
advise on the selection of the organisations and candidates and coordinate and promote the programme together with AGAUR. Moreover, the data may be communicated to the company where they carry out their activities and to the university in order to select the candidate.

Date and signature of the interested party

For Further information:
doctorats.industrials.recerca@gencat.cat | doctoratsindustrials.gencat.cat

Application procedure:

Send electronically a signed copy of the form to the Industrial Doctorates Plan, e-mail address: doctorats.industrials.recerca@gencat.cat
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